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"Operations Security (OPSEC) is an analytic
process used to deny an adversary
Information - generally unclassified -
concerning friendly intentions and
capabilities by identifying, controlling, and
protecting indicators associated with
planning processes or operations. OPSEC
does not replace other

security disciplines —
It supplements them."
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In other words...

OPSEC helps you control information that could
be used against you.

OPSEC can be used to increase safety and
security in ANY setting and for ANY purpose.
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Why OPSEC?

« Why does CAP need OPSEC,
..... “we are just the CAP” ...
« New emerging missions
« Communications
e Operations
 Part of the “Total Force
 AFI 10-701 OPSEC
« Keep people safe
« Keep the program operational
« Accomplish the Mission!
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OPSEC is:

A process that helps you examine your
day-to-day activities from an adversary’s
point of view

A tool that helps you understand what an
adversary can learn about your
organization from your

activities.
e Arisk assessment tool
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countermeasures

« A method that can be adapted to any
operation, program, event or situation

* A cost-effective addition to
your security arsenal
« A mindset, a way of life!
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OPSEC iIs not:

o A strict set of “rules” and “procedures”

« An expensive and time-consuming
process- OPSEC can be low-cost or free
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No matter your position, rank or function, YOU have a
part to play in OPSEC. Pilots, observers,
communicators, incident commanders, admin staff,
squadron-group-wing commanders, etc. All one
team with one mission.
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Every Person Is
An OPSEC Sensor!

Every person in the CAP is able to be a part

of the security solution by:

v Knowing the threats
v Knowing what to protect
v Knowing how to protect it!
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Definition:
“Risk” and “Impact”

“Risk” is the probability that an adversary will compromise
your critical information.

“Impact” is the effect that this compromise would have on
your organization. Impact is the “what would it mean”
factor.
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Sending social engineering
email (“phishing”)

Watching Chatrooms

Following Tweets

Connecting on

Monitoring Forums Social Media

Listening
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And they have the same that our
forces use:
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your missions?

Have you issued press releases?
Do your members have personal blogs?
Is there information in Google News?

Is there aregular newsletter that's
publically available?

Everywhere that information exists about
the missions of the CAP can be a possible
piece of the puzzle.
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A note on public websites:

Certain things should not be found on public
websites, blogs, etc., including:

o Sensitive Operations Plans

« Sensitive Communications Plans

o Alerting Lists, With Names

e By Name Personnel Lists

 Locations of Sensitive Assets (Vehicles, Airplanes,
Radios, etc)

 Locations of Sensitive Facilities (EOC's, COOP
Sites, etc)

UNCLASSIFIED



{2 Internet Archive - Windows Internet Explorer

6"/ - ‘g http://www.archive.org/index.php

| [#2][ ] [Googte

fle Edt View Favortes Tools Hep

Search~ & @ B - - @ gp- B - = ¥¥ Bookmarks~

Google | infinity

°P Check ~ 5] AutoFill = ) [@ infinity

€, v [ SignIn ~

& I @ Internet frchive

= - [rpage - [T - () Tools -

Web Moving Images Texts Audio Software Education Patron lnfo a
Forums FAQs Contributions Jobs Donate [Universallaccess]
- Al lisdia Types ._*
Anonymous User ( RN Upload |
Announcements (more) 150 billion pages Welcome to the Archive
Wayback Machine comes to life in new home The Internet Archive, a S01(c)(2) non-profi, s buiding a digital ibrary of
oS Internet sites and other cuttural artifacts in digital form. Like a paper library,
New Archive Datacenter with Sun i ek B \h‘|p—fﬂw,\,.,,u.w,nrgq we provide free access to researchers, historians, scholars, and the
Yiddish literature goes anling mauuﬂﬂ“mnﬂ"mu gentizloube:
Yiddish literature aoes anling
Take Me Back | Agvanced Searcn
o Live Music Archive Texts ]
180,216 movies 85,171 concerts 1,426,258 texts
Browse (kv kevword) Browse (by band) Browse by kevwerd) Browse (bv kevwerd)
e LIVE DOUSIC
¥ Archive
Skirt Alert Live at Winston's on 2008-12.05
01. intro/tuning 02. Flip Flap 03. Green Tea 04. The Red One 05
Jellyfish 08 Baozer 07 Field
Youth Media Clip
Vicki Chan, senior at Skyline High school. shows us how twa
Oakland Public School teachers transfer ] T i
Colida - eyes shut and ears wide open [aue.06.02] 9RO DD
This goes to all the altemative-fans out there. Celida are really
masters of their genre Having.
The Green Homet - Chapter 1 - The Tunnel Of Terror Grateful Dead Live at Nassau Veterans Wemorial Coliseur on Complete Broadcast Day D-Day History of the Eberharts in Germany and the United States from
Average rating: EYEYLILITS 1979-11-01 Average rating: TRVRTIVRER A D 126510 A D. 1890625 years
Average rating: EIEATRINTY Average rating: TESEIEIEY
One Step Beyond - Reunion Yesterday - ams
Average rating: TITITITITE Garaj Mahal Live at The Mint on 2009-05-28 Average rating: TRTRTIVIEY Sri Datta Guru Charitra
Average rating: TXTTTLTRIS Average rating: TETRESERET
Most recent posts {write a post by going to a forum) more...
Cantfind page for a uploaded file sasha.mrki forums 0 & minutes ago 2
& Internet # 100% -

The “Internet Wayback Machine” takes periodic “snapshots” of website content.
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“It" never goes away!

When you put information on the net, via your
blog, Facebook, Instagram, email, etc., you
have to assume that it’s going to stay there

forever.

Same thing with newspapers, magazines, and
other media.

The only safe bet is to make sure that it never
gets there in the first place!
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REMEMBER

It is the responsibility of the security
professional to answer those questions for
the end-users

It is the responsibility of the end-users to do
it!
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Conclusion

OPSEC is what you make of it
« The way ahead

« Annual OPSEC training requirements in
compliance with AFI 10-701

e OPSEC Survey

e OPSEC evaluations of CAP web sites (already
started from the DOK side)

« OPSEC awareness emphasis at the Squadron,
Group, Wing, Region and National levels.

« New emerging missions will drive this
requirements for enhanced OPSEC awareness
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Civil Air Patrol
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