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USAF CYBER	VIGNETTE	

https://www.youtube.com/watch?v=p4ODFwC4FeA



for	Warships









CAP	Next	Generation	Missions



THE	COUNTRY	NEEDS	CYBER	
PROFESSIONALS



CAP	CYBER	PROGRAMS



Cyber	Programs

• Education,	Training	and	
Certification
– Focuses	on	career	development

• Cyber	Defense	Competitions
– Focuses	on	real-world	

application

• Cyber	Operations
– Performing	cyber	operations	to	

defend	national	cyber	
infrastructure

Nat’l	Cyber	
Programs

Education,	
Training,	

Certification

Cyber	Defense	
Competitions Cyber	Operations



Cyber	Program	Initiatives

• Regional	and	Wing	Cyber	Program	Officers

• Cyber	Defense	Competition	Playbooks

• Cadet	Cyber	Badge	Program

• Cyber	Competition	Ribbon

• Encampment	Cyber	Elective



REGION	AND	WING	CYBER	
PROGRAMS

Year	in	review



Cyber	Programs	Officers

• Region	and	Wing	level	positions

• Currently	tasked	to
– Host	training	activities	(e.g.	Cyberspace	Principles	Course)
– Track	all	cyber	competition	participation
– Promote	cyber	security	careers
– Promote	cyber	activities	within	their	region	or	wing



Cyber	Programs	Officers

• Current	progress
– MER:	full	cyber	program	with	region	support
– GLR:	full	cyber	program	with	region	support
– RMR:	partial	cyber	program	endorsement
– SWR:	partial	cyber	program	endorsement

• Most	successful	program	to	date:	MER



MER	Cyber	Program	In	Review

• Finalizing	MER	Strategic	Cyber	Plan
• Wings	with	Cyber	Officers

– Virginia
– West	Virginia
– Maryland
– South	Carolina
– NATCAP

• 100%	contact	with	CyberPatriot teams
• Scheduled	three	weekend	cyber	activities



GLR	Cyber	Program	In	Review

• Presented	cyber	program	to	GLR	conference

• Taught	Cyberspace	Principles	Course	in	April

• Scheduled	a	Cyberspace	Principles	Course	to	be	
taught	in	October

• Developed	the	CyberPatriot playbook



RMR	Cyber	Program	In	Review

• #1	CyberPatriot team	in	the	nation

• Presented	cyber	program	during	2	wing	conferences

• Participated	in	2	AFA	CyberCamps totaling	40	
students



Cyber	Defense	Training	Academy

• Founded	in	2014
– NCSA	credit	within	its	first	year	of	operation

• Official	CAP	Cyber	Familiarization	Course

• Four	courses	offered	every	year
– Cyberspace	Familiarization	Course	(cadet	only)
– Cyberspace	Advanced	Course	(cadet	only)
– Cyberspace	Networking	Course	(cadet	only)
– Cyberspace	Instructor	Course	(cadet	and	senior)



Cyberspace
Principles
Course

Basic Familiarization Intermediate

Security	Track

Networking	Track

Cyberspace	Familiarization	Course

Cyberspace	Advanced	Course

Cyberspace	Networking	Course

Course	Map
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EDUCATION	AND	TRAINING
Year	in	review



Cyber	Defense	Training	Academy

• Students	receive
– Course	book	(e.g.	400	page	CFC	book)
– 4	days	of	academics
– 1	day	of	practical	exercise	called	the	GRADEX
– Cadets	are	tested	before	and	during	course

• Average	improvement	is	+28	points	on	100	point	scale

• End	of	year	four
– Added	two	new	campuses
– Instructed	148 students	in	2017
– Total	number	trained:	293





Cyberspace	Principles	Course

• Self-paced	course	covering
– Cybersecurity	concepts
– Cryptography
– Threats	in	Cyberspace
– Crime	and	Abuse
– Ethics

• Designed	to	be	taught	at	the	
squadron,	group,	wing	level

• Pre-req for	cyber	NCSA

• One	of	the	requirements	in	
the	cyber	incentive	program



CYBER	COMPETITIONS
Year	in	review



AFA	CyberPatriot

• 571	teams	registered	/	310	competed

• 1285	CAP	personnel	participated!
– 929	cadets
– 356	senior	members

• #1	CyberPatriot Team	=	RMR-CO-030	Wolf	Pack!!



CyberPatriot Playbook

• First	stop	in	competing	
in	CyberPatriot

• How	to:
– Register	a	team	with	AFA	
and	CAP

– Equipping	and	training	a	
team

– Getting	ready	for	the	
competition



Quality	Cadet	Unit	Award	Credit

• CyberPatriot participation	is	part	of	the	QCUA	
program
– Units	must	actively	participate	(put	points	on	the	board)	
during	Round	1	or	Round	2

• ALL	units	must	register	their	team	with	National	
Cyber	Programs!
– Instructions	in	the	CyberPatriot Playbook

• This	will	tie	into	the	future	cyber	competition	ribbon!	



CYBER	PROGRAM	INITIATIVES



Cadet	Cyber	Badge

• An	incentive	for	cadets	interested	in	cyber	security

• Incorporates
– Cadet	Programs	progression
– Training
– Practical	application
– Leadership/mentorship
– Formal	education
– Certification

• Badges	designed	after	USAF,	AFROTC,	and	USAFA	cyber	
programs.





Cyber	Competition	Ribbon

• Currently	being	ratified

• Covers	both	cadet	and	senior	competition	
participation

• Not	just	for	CyberPatriot!



Cyber	Competition	Ribbon

• Four	levels
– Basic
– Wing	(bronze	star)
– Region	(silver	star)
– National	(gold	star)

• CyberPatriot Award	Example
– Platinum	Tier	=	Basic	Award
– State	Award	winner	=	Wing	Award
– Category	Round	Participant	=	Wing	Award
– Category	Round	winner	=	Region	Award
– National	Round	Participant	= Region	Award
– National	Round	Winner	=	National	Award

Basic	Award	Proposal



Wing	Encampment	Cyber	Elective

• 1	hour	AE	elective	program

• Areas	of	focus
– Safe	computing
– Importance	of	cyber	
defense	to	the	nation

– Cyber	career	exploration
– CAP	cyber-related	activity	
overview



ARE	YOU	READY?



CADETS

SENIORS

LEADERSHIP

PARENTS



Resources

• CAP	Cyber	Programs	– https://cap-cyber.org

• Cyber	Defense	Training	Academy	–
https://cyberdefensetrainingacademy.org

• Cyberspace	Principles	Course	Student	Guide	-
https://cap-cdta.gitbooks.io/cyberspace-principles-
course/content/

• CyberPatriot Playbook	- https://cap-cdta.gitbooks.io/cap-
cyberpatriot-playbook/content/



THANK	YOU


